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USING SOCIAL NETWORKING SERVICES AND SOCIAL MEDIA

Guidance for Coaches, Officials and Managers working with Children and Young People.
1.1
The information in this management guide is taken from information supplied by the Child Protection in Sport Unit (CPSU) and aims to provide information, advice and guidance on social networking services and other interactive services to coaches and officials who work with children, young people and vulnerable adults.

1.2
These guide lines should be read in conjunction with our Social Media Policy. 
WHAT IS SOCIAL MEDIA? 

1.4
Social media is a dynamic, constantly-evolving form of communication that allows people to take part in online communities, generate content and share information with others. Users can now access interactive services across a multitude of services and devices, such as mobile phones, personal digital assistants (PDAs), game consoles and personal computers.

1.5
Social media services are particularly popular with children and young people as they offer them opportunities to be creative, connect with people all over the world and share interests. Young people can design their own personal webpage, interact with friends through instant messaging and chat rooms, upload and share images and videos, create blogs, publish and share music and create or join wider communities or interest groups in areas such as music or sports etc.

1.6
Examples of Social media include:

· Collaborative projects (for example, Wikipedia)

· Social networking sites e.g. Bebo, Facebook, Piczo, Hi5 and MySpace

· Blogs and micro-blogging services e.g. Twitter

· Content sharing e.g. video-sharing services e.g. YouTube or photo-sharing services e.g. Flickr

· Online games and virtual reality e.g. Second Life

BENEFITS OF SOCIAL MEDIA

1.7
Social media provides a range of unique opportunities for Cornwall Cricket Board. It can help to:

· promote the benefits of our services to all children, young people and vulnerable adults;

· engage, connect and develop unique interaction with people in a creative and dynamic medium where users are active participants;

· disseminate messages about events or campaigns virally among supporters in online communities.

1.8
However, it is important for coaches and officials to give careful consideration to the use of social media and to balance the benefits of creativity, spontaneity and immediacy of the communication with the potential risks, including the risks to children, young people and vulnerable adults.

RISKS WITH SOCIAL NETWORKING SITES

1.9
With all aspects of communication and in particular new technologies there is always the potential for misuse. Risks include cyber bullying, grooming and potential abuse by online predators, identity theft and exposure to inappropriate content including self-harm, racist, hate and adult pornography (possibly by inappropriate "hacking").

1.10
The Byron review (covering electronic technologies) set out the risks to children posed by the internet and is detailed in the following table.

	
	COMMERCIAL
	AGGRESSIVE
	SEXUAL
	VALUES

	Content (Child as recipient)
	Adverts; Spam; Sponsorship; Personal info
	Violent/ hateful content
	Pornographic or unwelcome sexual content
	Bias; Racist; Misleading info

	Contact (Child as participant)
	Tracking; Harvesting; Personal info
	Being bullied harassed or stalked
	Meeting strangers; Being groomed
	Self-harm; Unwelcome persuasions

	Conduct (child as actor)
	Illegal downloading; Hacking; Gambling; Financial scams; Terrorism
	Bullying or harassing another
	Creating and uploading inappropriate material
	Providing misleading info/advice


1.11
Most children and young people use the internet positively, but sometimes behave in ways that may place themselves at risk. Some risks do not necessarily arise from the technology itself but result from offline behaviours that are extended into the online world, and vice versa. Potential risks can include (but are not limited to)

· bullying by peers and people they consider friends;

· posting personal information that can identify and locate a child offline;

· sexual grooming, luring, exploitation and abuse contact with strangers;

· exposure to inappropriate and/or content;

· involvement in making or distributing illegal or inappropriate content;

· theft of personal information;

· exposure to information and interaction with others who encourage self-harm;

· exposure to racist or hate mail;

· encouragement of violent behaviour, such as "happy slapping";

· glorifying activities such as drug taking or excessive drinking;

· physical harm to young people in making video content, such as enacting and imitating stunts and risk taking activities;

· leaving and running away from home as a result of contacts made online.

POTENTIAL INDICATORS OF ONLINE GROOMING AND SEXUAL GROOMING OF CHILDREN AND YOUNG PEOPLE

1.12
There is concern that the use of social networking services may increase the potential for sexual exploitation of children and young people. Exploitation can include exposure to harmful content (including adult pornography and illegal child abuse images) and encouragement for young people to post inappropriate content or images of themselves. There have also been cases where social networking and user interactive services have been used to groom young people.

1.13
Grooming techniques to be aware of (in order to report to the appropriate authorities) include:

· gathering personal details, such as age, name, address, mobile number, name of school and photographs;

· promising meetings with sports idols or celebrities or offers or merchandise;

· offering cheap tickets to sporting or music events;

· offering material gifts including electronic games, music or software;

· paying young people to appear naked and perform sexual acts;

· bullying or intimidating behaviour, such as threatening to expose the child by contacting their parents to inform them of their child’s communications or postings on a social networking site, and/or saying they know where the child lives, plays sport, or goes to school;

· asking sexually themed questions, such as "Do you have a boyfriend?" or "Are you a virgin?";

· asking to meet children and young people offline;

· sending sexually themed images to a child, depicting adult content or the abuse of other children;

· masquerading as a minor or assuming a false identity on a social networking site to deceive a child;

· using school or hobby sites (including sports) to gather information about a child’s interests likes and dislikes. Most social networking sites set a child’s webpage/ profile to private by default to reduce the risk of personal information being shared in a public area of the site.

REPORTING CONCERNS
1.14 
Report concerns promptly about possible online abuse to Jonathan Wyatt who is the safeguarding officer for the CCB, Joe Skinner, Cricket Development Manager and Tim Marrion, Safeguarding Officer to the Cornwall Schools Cricket Association.

1.15
Report other concerns regarding inappropriate content or behaviour which potentially beach the terms of the service to the service provider.

SOME DO’S AND DON’TS FOR COACHES AND PROFESSIONALS

	IT IS ALWAYS IMPORTANT TO:
	REMEMBER, DO NOT:

	Understand the benefits of social media in promoting your club or business.
	Send private or individual messages to children and young people via social media.

	Keep your photos and personal information private by adjusting the privacy settings for your personal account so that content is only visible to accepted ‘friends’
	Invite children and young people to become “friends”.

	Have separate social media accounts for professional and personal use.
	Send text messages to juniors without including their parents.

	Apply the same standards of professionalism to your social media as all other parts of your coaching / officiating / business.
	Send messages or post messages on social media that are offensive, nasty or derogatory in any way, or be seen as inappropriate for children.

	Avoid aiming promotional material that targets children under the age of 13.
	Publish your contact details where they can be accessed and used by children.

	Report the behaviour of anyone using social media in an unsafe way to the Safeguarding Officer.
	Do not divulge any personal details that may enable anyone to locate a child (e.g. email addresses, schools etc)




FEATURES OF SOCIAL NETWORKING SERVICES

Features common to social networking and user interactive services include:

· Minimum age requirement (many sites set a minimum age of 13 to register)

· Commercial advertising may appear on parts of the web-site to ensure it is appropriate for the likely audience. If a service is aimed at children under 18 providers have to ensure steps are taken to display appropriate advertising.

· Terms of service set out legal conditions concerning use (including age barriers) as well as stating what behaviour is acceptable and what is not.

· Registration process to authenticate user identification etc. This helps promote safe and responsible behaviour online.

· Privacy and safety tools are provided by most sites to enable users to manage "who sees what" and who they interact with as well as "tools" to increase protection of children by reporting inappropriate behaviour etc to the service moderator for further action.

· Many sites also have safety warnings and advice at various stages of the service to enable inappropriate uploading to be refused, e.g. photos of an offensive nature.

· Moderation whereby a person and/or technical filters review content "posted" according to an agreed set of guidelines or terms of service related to what is acceptable and unacceptable behaviour.

· Many social networking sites provides a complaints or reporting process so that offensive communications and suspicious behaviour can be referred, e.g. suspicious behaviour indicative to grooming, bullying, harassment or other potentially illegal or criminal behaviour.

GUIDANCE FOR MANAGERS WHEN PLANNING A SOCIAL MEDIA STRATEGY

· Think about objectives for any site; assess what you want to achieve; how you aim to interact with users and/or publish information; what types of digital media will be used and safeguarding implications.

· Review existing safeguarding policies and update to comply with your social media and online strategies. 

· Who will oversee content, manage and moderate new media. Are they up to speed on potential safeguarding issues? Do they need training or vetting?

· Make sure you know about the service provider and the medium to be used and exploit any necessary safety tools within it.

INCORPORATE SAFEGUARDS WHEN SETTING UP SOCIAL NETWORKING PAGE
· Make sure you do not use personal email addresses to reduce risk of imposter or fake profiles.

· Increase 'security' - keep passwords secure to prevent hacking and set appropriate security levels across all aspects of the service, especially for photos, blogs etc. Failure to do so could result in messages which are defamatory, libellous or obscene appearing before you have a chance to remove them. This may result in personal distress and damage to reputations.

· Promote social networking in such a way that it reduces the risk of people finding fake profiles.

PROMOTING CHILD SAFETY ONLINE
· Target the right age groups and not accept any requests from those under the minimum age of 13.  If need be report any concerns.

· Do not divulge any personal details that may enable anyone to locate a child (e.g. email addresses, schools etc)

· Use care in any imagery including children (particularly avoiding naming them). In all circumstances obtain permission from parents. 

· Remind all users to protect their own privacy and ensure they understand the risks in posting and sharing content which might subsequently damage their reputation.

· Ask all to "Think before they post", ensuring that content is appropriate to safeguarding policies and appropriate for site readership.

· Promote a culture of safe and responsible social networking. Do be aware of data protection considerations for all users.
· Be vigilant for fake profiles which seek to gain the trust of children and vulnerable adults.
REPORTING CONCERNS
· Report concerns promptly about possible online abuse to Jonathan Wyatt (CCB Child Welfare Officer), Joe Skinner (Cricket Development Manager), Tim Marrion (Safeguarding Officer for the Cornwall Schools Cricket Assocation).
· Report other concerns regarding inappropriate content or behaviour which potentially breach the terms of the service to the service provider.

WORKING WITH SERVICE PROVIDERS
· Ensure your website agency moderator passes safety checks including if necessary the DBS process (Disclosure and Barring Services) and ask to see their safety and privacy policies.

· Ensure your website agency moderator follows good practice guidelines including internet advertising best practice.

· Involve the designated Safeguarding Officer. 
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